WHITE PAPER

Managing Virtualization in 2010—

A Double-Edged Sword

by Zeus Kerravala, Senior Vice President, Yankee Group

SPONSORED BY: XANGATI




Managing Virtualization in 2010—A Double-Edged Sword

Section I. Introduction

Enterprise IT has undergone significant transformatiar the past decade.
Ubiquitous, high speed connectivity has allowed organizatmbsild out corporate
networks that allow workers, customers, vendors, partretother constituents to
access information instantly. To keep up with the gngwdemand for greater
freedom, organizations are transitioning away from fiati companies to

“virtual” enterprises where the users, data and éverinfrastructure that powers the
company can be located anywhere and just as quickly mowetbtber location.
There are several trends that are the building blockseofirtual enterprise and they

are as follows:

* Virtualization. Virtualization has impacted IT more than any otherdraver the
past decade. It allows for the disaggregation of physiwhlagical resources
meaning an application or data could be residing on arc@ttgsical server at
one moment and then instantly moved to another serliey provides the IT
department a tremendous amount of flexibility and abititgnximize resource
utilization but managing the assets becomes much moreuttifivhich is why
42% of organizations recently surveyed indicated they have tevel of

virtualization in production.

Exhibit 1

Are you currently using, or planning
to use, server virtualization?

W
Yes, within
13 - 24 months.

%‘es, within 8%

12 months.

Yes, but mainly
for testing and
development.

Undecided, need more
information about it.

Yes, already using for
production servers.
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» Cloud computing. This extends the value proposition by moving corporate |
assets into “the cloud” and makes them accessible in daroand manner. This
means that companies can augment their IT architeatittenfrastructure and
application components that may be located anywhere atbarglobe. Again,
the flexibility and resource effectiveness this createses with a price. As
applications move out of tight IT silos and becomel&ction of “mashupable,”
cloud based components, troubleshooting performance prsiiiecomes very
difficult.

» Consumerization of the enterprise. Many of the collaborative technologies used
in corporations today were introduced through workers braqngersonal
technology into the workplace. Chat, social networkindjmobile phones are
examples of this. A recent survey of end users indithstson average, workers
use four consumer tools or devices in the workplacg.dHilese consumer
technologies allow users to be more productive by comrating with more
people in more ways but are incredibly difficult for ITsigpport if they are not

fully aware of them.

* Web 2.0 and social media. The use of social networks and Web 2.0 has enabled
workers to create their own content and distribute & tustomized network of
colleagues in and out of the organization. Because thesensyate largely
managed and utilized by the end user, this trend driveseugmtiount of content

on the network and creates unpredictable traffic flows.

The modern day workplace and the way people work and live lbeen forever
changed for the positive. Users can reach an ever expasaifimgunity of
individuals that cross our professional and persones linstantly over a myriad of
devices in almost any location. However the IT infiature that’s used to support
corporations has become a complex, dynamic mesh of Mettlanologies that can
be located anywhere and be moved instantly. Unfortundtaljitional management
systems that IT is relying on to manage this evolusaanichored in technology

roots that harkens back to a more static age.

Section II: Legacy IT Management and the Virtual Enterprise

As stated previously, IT infrastructure has becomenaptex mesh of network
elements, systems and applications, some of whichirawalythat need to
interoperate as smoothly as if they were one homageewtity to provide the best
possible service to all users. Although, the virtuaégmise can make the
organization much more fluid and nimble that doesn’t sssély mean that this also
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reflects on the efficiency of IT operations. Whilentipg have gotten radically simpler
on some fronts, e.g., converting multiple physicaVeses into one virtual server (see
Exhibit 2 for top drivers of virtualization), it has gotten fer in others. For instance,
how do you ask your IT service desk to support applicatiaisatie not even on

your network?

Exhibit 2

What are your top three drivers for
deploying server virtualization?

0% 12.5% 25% 37.5% 50%

Reduce or contain the number of servers
Disaster recovery/failover
Improve server and application management
Improving utilization rates

Faster server and application provisioning times

Reducing power & cooling requirements

Improve availability /up-time
Create more effective software development and testing

Improve response to changes in workload demands

First Second Third

The added layers of operational complexity make it hardeh&lT infrastructure to
perform like a utility similar to phone and power syste—always on, always
available and always performing optimally. Any disrupti® unacceptable and can

ultimately cost the affected corporation revenues.

The dramatic increase in the complexity and missidicatirole of IT infrastructure
for the business has created new demands on technologgenaera platforms. If

IT must align with the business, then the IT managemedehmust be driven from
a business perspective. This new imperative requiregtaway from the bottom up
approach of traditional management systems also knowr asanagement
solutions. In the bottom up approach, IT infrastrucaleenents are the managed
assets: servers, routers, switches, firewalls, ds¢gbapplications, and storage. The
1.0 management systems use a mix of probes and agéaisktthe critical IT
elements but were not extensible to the real-timenstateding of each and every
user’s experience. This is only exacerbated by the fatptiobes can’'t extend to

every location that has direct Internet access forigaijans that are in cloud for
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example. To underscore the challenges of the bottomampgement approach, we
highlight here an example of a portal server—whose apiplicanfrastructure is
shown inExhibit 3. This example highlights the inter-connectedness dhall
building blocks of the portal server and that they mushaeaged in unison with the
network and systems to provide a comprehensive vighedastate of the application.

Exhibit 3: Portal server Infrastructure

Web Server Session
Manager

Web Browser ] ] ‘ ) »
Web Device Presentation a
b Services
Web Face ‘ -
Services

N 5 S/
A
el
Meta Data
Information
Portal Directory Publishing
Search Content AdapterToals Carvicas Access Content
Portal
Adapter
Lega Cy Syste ms Applications Web Server

Data Feeds

DB, File
System

Yet, the traditional IT management systems, such as IB#8liTand HP OpenView
are rooted in bottom up principles that can note thaedhents within an
application’s ecosystem are functioning fine, whenmadele the service desk’s
phones are ringing regularly about performance problévhst is missing is the
knowledge of breakdowns in the inter-relationships of elenveittign an
application’s ecosystem. This is why almost 3/4 dfiltte tickets are reported to the
service desk by the end user and not detected by the masragsstems.

Additionally, these 1.0 management solutions will tout thay can consolidate
alarms from different nodes/endpoints into a single @enixhibit 4), but even then
that does not help translate what is going on into wipablsiem might mean for the
end-user’s experience.
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Exhibit 4: Bottom up approach to IT management

111

Databases Apps Servers Applications Transactions Web Servers Firewalls
Servers

Event Manager

Switches

And finally, many of these legacy systems have aptoated rules based approach

to performing root cause analysis but current research shaivhese systems
identify the right problem only 2/3 of the time.

The architectural constraints of the bottom-up approasdinrthat these solutions
will put IT operations even further behind the rdsthe organization in terms

readiness for the virtual enterprise. Here are sotimer areas to watch out for when

discussing requirements for managing virtualized architectures.

 In a 1.0 world, application management is heavily agesgdaDeploying agents

on every server and desktop will be cost prohibitive withes server agents
costing $5K each. Additionally, the agent based approachrdgenigrate well
from a world of physical to virtual servers—most loé time this would be a
forklift upgrade.
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+ 1.0 management solutions are also very complex to deplograraften highly
dependent on the need for systems integration work. Systegration can often
add months to implementation and hidden costs that could &keigl the cost of
the software itself.

 Long troubleshooting times. Statistically, the majoaf troubleshooting time,
almost 90% is used to simply identify the problem. Muctheflengthy
troubleshooting time occurs in what is known as “regmhuping pong” Exhibit
5) where the trouble ticket is passed between the difféfedomains. This is why
five or more service desk calls are required to idertiéydwner of the problem.
This problem exists because the bottom up, legacy maregepproach does not
provide any cross domain visibility.

Exhibit 5: Resolution ping pong

User Alerts Help Desk - User Escalates
of Problem to LoB

Manual
Process

Alert
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The incident ping-pongs until The ticket is closed,
the problem is found manually. but there is no
The problem may be rerouted to knowledge of the
the same support group  eeeceeeeeees - business impact or
several times in this i Manual E lessons learned.

y Process

hectic process.
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* No ability to recreate the problem. Many servicekdesdls go unresolved since
the IT department has no way of recreating many of tblelgms. With these
types of issues, the user can have the same probleatedlyeand yet the problem

never gets solved. Often the problem is closed and dboggéunresolved.”

» Legacy systems cannot manage a virtual environment. Oggi@mniz are using
SaaS, cloud computing and virtualization as a way ofryigosts down and
increasing efficiencies but operationally most orgaronatare at a loss on how to
handle. Where do you put an agent if your application isvest gour
application? This is why 75% of virtualization technologysed for development
environments only. A recent data center manager sima@gates that 52% of the
respondents cite management as an inhibitor to deployin@hadtion in
production environments. As organizations further tisewi of virtualization and

migrate to cloud environments this problem becomebldugxacerbated.

Section lll: IT Management 2.0
The factors examined earlier, including the need toaga IT with end-user
experience in mind, reduced budgets and virtualization all leageto the need to

evolve IT management.

IT management 2.0 starts from the top, the end user arld vts way down to IT
infrastructure elements—a top-down approach. The top-épproach is the
complete opposite of conventional management strategiestéinaat the lowest

levels of IT infrastructure and tries to work its way ugyally unsuccessfully.

IT management 2.0 monitors the end-user experience and srggeoblem when
there is a user experience problem. This is a markestelifte than the bottom-up
model where no individual node may be “down” but the issstill experiencing a
performance problem. This provides the service desgea #harp view of the user
experience and how the various objects across allffadts support them. IT
management 2.0 systems are able to identity the prablesh faster than traditional
systems. Rapid problem identification allows the serd&esk to focus the
troubleshooting efforts at the actual problem rathen tspending time simply trying
to identify it.

IT management 2.0 is built on Web 2.0 principles suatolaboration, visual
streaming and user-generated content to deliver new lefvelanageability of all
the end users and applications. IT management 2.0 sttrtthesworker and a given
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device whether it's a desktop, laptop, smart phoneharatevice. Management 2.0
also provides real time mapping to specific applicationese whether the server is

a physical server, virtual server or based in the cloud.

IT management 2.0 is built as follows:
 Zero footprint deployment that uses standard network flows asisFlow and
NetFlow to have complete knowledge of an end-user’s applicatitvity on the

network. This obviates the need for probes and agents.

» End-user experience is recorded to allow the service degatrto “play back” the
problem. “DVR-like” capability is initiated when an ender, a server or an
application’s network activity differs significantly frotheir normal behavior.
This provides the IT department with the ability toreate the end-user problem

without having to involve the actual user.

* Web 2.0 capabilities are incorporated into management Ri§ allows end users
to report a visual trouble ticket through a web interfaoeating a “self service”
model for users. The visual trouble ticket is simply agnaentation to an existing
trouble ticket system like BMC’s Remedy whereby the D*¥Bording is the
appended visual “notes.” Self service has been tremenydogsllar with many of
the consumer service companies such as mobile phoret@isercable providers

and Internet application providers.

* The end user is only contacted when the problem isvexborl his is a marked

improvement over the five or more times the usebigacted today.

The top-down approach improves management in many wags.tke
troubleshooting of the end-user problem is initiate@mthe problem actually
occurs rather than a delay while the service desk piagg pong” with the trouble
ticket. Second, the zero footprint deployment allows tistegy to scale enterprise
wide to all locations without the need of having thedepartment visit each location.
Lastly, all users include remote and VPN users are sehtie same. In the legacy
environment, users connecting through VPNs are genagllyelped until they are

back in the local office.

The IT Management 2.0 process is significantly simiiian the workflow used with
traditional systemdExhibit 6 shows the workflow for problem isolation and
resolution using IT management 2.0. This is significantlyptémand faster than the

workflow shown inExhibit 5.
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Exhibit 6: IT management 2.0 Workflow

End user creates
trouble ticket through
self service interface

“DVR" recording of user
experience begins

Service desk is notified
and begins playing
back recording

Problem is rapidly
identified

Service desk assigns
trouble ticket to
correct department

End user notified
problem is resolved

The entire workflow is generated by the end user. As asdghe end user encounters
a problem, the user can go to a self service integadanitiate a call which kicks

off the DVR recording. The service desk is then alertecktis a problem and access
the recording from a centralized system. This letséneice desk view the actual
problem the user faced rather than trying to recreat&é service desk then rapidly
identifies the problem using the to-the-second histoviisitbility and assembled the
best team to solve the problem. The incident soléagitworks collaboratively with
the end user and the visual tools to review the issdaa@lme the problem. The user
then is able to return to a normal work environmenthmfaster than with legacy
tools.

Section IV: Benefits of IT Management 2.0
There are many benefits to IT management 2.0 thahfaltwo categories—benefits
to the IT department as well as benefits to the aen@luser. By evolving the
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management infrastructure to management 2.0, organizatitbmealize the

following benefits:

Benefits to IT operations

* Increased use of virtualization and cloud computing. IT mament 2.0 puts a
management framework in place that allows organizatioasdelerate
virtualization and cloud computing. Virtualization has tesrous capex benefits
for organizations. It's common for organizationseéduce the amount of physical
infrastructure by over 60% when migrating to virtudlima which reduces not
only the cost of the hardware but saves money on pamgbcooling which
contributes to green initiatives. A management 2.0 glyateeds to be in place for

companies to use virtualization in production environments.

» Faster mean time to repair. Organizations that ado@rnagement 2.0 strategy
will trouble shoot problems at least 50% faster. Bfiews IT to focus more time

on strategic initiatives rather than fighting fires.

 Scales without the use of agents and probes. Tradititeraagement relies
heavily on agents and probes. This is adequate for staticonments where the
IT department can deploy the probe or agent once and skethem to help
problem solve. However, in this dynamic, virtual worlds thanagement of the
agents and probes would be so arduous that all the besfefiesm would be

neutralized.

* Rapid implementation that does not require costly systéegration work. The
routers and switches simply need to be configured to piesh tfata” to the
application management solution which when set-up will geogomprehensive

and extensible information for the entire organization.

* Better visibility into infrastructure and historidaénds to help identify problems.
IT departments are often problem solving “blind” whéne troubleshooting is
being done based on a phone conversation with the endTins causes a lot of
ad hoc troubleshooting methods and, in some cases, guegshe|T department.
The enhanced visibility will allow the service deskdous on where the problem

actually is.

Benefits for the end user
» Eliminates frustration with service desk. It's commondnb end user to be
frustrated with the corporate service desk. Part optbblem is that end users are

not nearly as technical as the service department ssénts ability to describe
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the actual problem is limited. Also, if a criticglssem is down the user may
become additionally frustrated as valuable time isgkiat.

 Self service puts control in the hands of the end user.ihittee consumer world,
users can log trouble calls immediately with no hold tiniéss means the user
will get service faster. The reporting portal should ds@ble to display the
“status” of the trouble ticket so the worker can cheekstiatus whenever the user

desires.

» Enhanced training. By reviewing the problems with user)Thdepartment can
help ensure that problems that are user generated decuot This will ultimately

increase worker satisfaction and reduce the numberudfl&dickets opened.

Section V: Conclusions and Recommendations

Virtualization, cloud computing, Web 2.0 and consumerizati@nradically
changing the face of IT. Any information can now bewdgkd to any user at any
time over multiple networks and devices. This puts an bigger strain on the IT
department’s ability to manage the underlying technologglay, an IT department
spends more than 80% of its annual budget to simply “kedggtiis” on which
limits the organizations ability to innovate. To redtlue percentage, the
management of the IT infrastructure needs to underggax trensformation as the

legacy management tools and strategies will no longsuffieient.

IT management 2.0, built on Web 2.0 principles, will emgothe IT department to
manage the infrastructure through the “eyes of the end éslditionally, the
management 2.0 principles allow users to self genexaiblé tickets and kick off
the problem solving workflow immediately. Problems witlw be solved faster as
the service desk will have better information at tdesposal. To get started, we

make the following recommendations:

» Stop the spend on management 1.0 tools. Despite théd&echany organizations
have spent millions on traditional management tools, ioinig to do so is simply
throwing good money after bad. Cease the investment dodland invest in

management tools that are built for a virtual environment

» Embrace consumerization and use it to help with manageks. Web 2.0 tools,
self service front ends and collaboration technologirsatidbe used to augment
the way users are supported. Fighting this trend and stigkihgraditional

management methods is a losing battle.
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xangati

+ Put the management 2.0 systems in place prior to wide deployments of
virtualization. Don’t minimize the impact that virtiidtion can have on the

organization by not having the correct management iogitace.

Traditional management systems also known as 1.0 maeagerere built for a
different era of IT. An era where the infrastructuigs\gtatic, users were located in
corporate offices and virtualization did not existeThfrastructure has evolved and
the management toatsust keep pace.

About Xangati

Xangati is the provider of the industry's first ApplicatManagement 2.0 solution
for both service providers and IT organizations thattvaamghly-developed solution
for managing the dynamic and unpredictable nature of apiglits. Xangati has
integrated prominent Web 2.0 concepts like streamintpbaration and user-
generated content into a comprehensive system for nmgnagiworked application

environments.

Xangati has received the following awards:
e 2008 Infoworld Top Tech Startup
e 2008 Network World IT Management Software to Watch
» 2009 ABA Finalist New Product of the Year, Telecommunication
e 2009 Yankee Group Startup to Watch
* 2009 Gartner Cool Vendor

For more information, visit the compamgbsiteor register to watch the

accompanyingvebinar
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